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How to use
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in
 org.apache.pdfbox.pdmodel.encryption


Best Java code snippets using org.apache.pdfbox.pdmodel.encryption.AccessPermission (Showing top 20 results out of 315)
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/**
 * This will tell if the access permission corresponds to owner
 * access permission (no restriction).
 *
 * @return true if the access permission does not restrict the use of the document
 */
public boolean isOwnerPermission()
{
  return (this.canAssembleDocument()
      && this.canExtractContent()
      && this.canExtractForAccessibility()
      && this.canFillInForm()
      && this.canModify()
      && this.canModifyAnnotations()
      && this.canPrint()
      && this.canPrintDegraded()
      );
}
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/**
 * returns an access permission object for a document owner.
 *
 * @return A standard owner access permission set.
 */
public static AccessPermission getOwnerAccessPermission()
{
  AccessPermission ret = new AccessPermission();
  ret.setCanAssembleDocument(true);
  ret.setCanExtractContent(true);
  ret.setCanExtractForAccessibility(true);
  ret.setCanFillInForm(true);
  ret.setCanModify(true);
  ret.setCanModifyAnnotations(true);
  ret.setCanPrint(true);
  ret.setCanPrintDegraded(true);
  return ret;
}
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  /**
   * Indicates if any revision 3 access permission is set or not.
   * 
   * @return true if any revision 3 access permission is set
   */
  protected boolean hasAnyRevision3PermissionSet()
  {
    if (canFillInForm())
    {
      return true;
    }
    if (canExtractForAccessibility())
    {
      return true;
    }
    if (canAssembleDocument())
    {
      return true;
    }
    return canPrintDegraded();
  }
}
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private void extract(String pdfFile, String password) throws IOException
{
  try (PDDocument document = PDDocument.load(new File(pdfFile), password))
  {
    AccessPermission ap = document.getCurrentAccessPermission();
    if (!ap.canExtractContent())
    {
      throw new IOException("You do not have permission to extract images");
    }
    for (PDPage page : document.getPages())
    {
      ImageGraphicsEngine extractor = new ImageGraphicsEngine(page);
      extractor.run();
    }
  }
}
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PipedOutputStream os = new PipedOutputStream();
 PipedInputStream is = new PipedInputStream(os);
 System.setProperty("org.apache.pdfbox.baseParser.pushBackSize", "2024768");
 InputStream dataStream = secureData.data();
 PDDocument doc = PDDocument.load(dataStream, true);
 AccessPermission ap = new AccessPermission();
 //add what ever perms you need blah blah...
 ap.setCanModify(false);
 ap.setCanExtractContent(false);
 ap.setCanPrint(false);
 ap.setCanPrintDegraded(false);
 ap.setReadOnly();
 StandardProtectionPolicy spp = new StandardProtectionPolicy(UUID.randomUUID().toString(), "", ap);
 doc.protect(spp);
 doc.save(os);
 doc.close();
 dataStream.close();
 os.close();
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           dicLength, encryptMetadata) )
currentAccessPermission = AccessPermission.getOwnerAccessPermission();
setCurrentAccessPermission(currentAccessPermission);
        dicLength, encryptMetadata) )
currentAccessPermission = new AccessPermission(dicPermissions);
currentAccessPermission.setReadOnly();
setCurrentAccessPermission(currentAccessPermission);
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System.arraycopy(envelopedData, 20, accessBytes, 0, 4);
AccessPermission currentAccessPermission = new AccessPermission(accessBytes);
currentAccessPermission.setReadOnly();
setCurrentAccessPermission(currentAccessPermission);
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  /**
   * Indicates if any revision 3 access permission is set or not.
   * 
   * @return true if any revision 3 access permission is set
   */
  protected boolean hasAnyRevision3PermissionSet()
  {
    if (canFillInForm())
    {
      return true;
    }
    if (canExtractForAccessibility())
    {
      return true;
    }
    if (canAssembleDocument())
    {
      return true;
    }
    return canPrintDegraded();
  }
}
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if (!ap.canExtractContent())
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           dicLength, encryptMetadata) )
currentAccessPermission = AccessPermission.getOwnerAccessPermission();
setCurrentAccessPermission(currentAccessPermission);
        dicLength, encryptMetadata) )
currentAccessPermission = new AccessPermission(dicPermissions);
currentAccessPermission.setReadOnly();
setCurrentAccessPermission(currentAccessPermission);
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System.arraycopy(envelopedData, 20, accessBytes, 0, 4);
AccessPermission currentAccessPermission = new AccessPermission(accessBytes);
currentAccessPermission.setReadOnly();
setCurrentAccessPermission(currentAccessPermission);



	



origin: apache/pdfbox




  @Override
  Object[][] getFlagBits()
  {
    AccessPermission ap = new AccessPermission(encryptDictionary.getInt(COSName.P));
    return new Object[][]{
        new Object[]{3, "can print", ap.canPrint()},
        new Object[]{4, "can modify", ap.canModify()},
        new Object[]{5, "can extract content", ap.canExtractContent()},
        new Object[]{6, "can modify annotations", ap.canModifyAnnotations()},
        new Object[]{9, "can fill in form fields", ap.canFillInForm()},
        new Object[]{10, "can extract for accessibility", ap.canExtractForAccessibility()},
        new Object[]{11, "can assemble document", ap.canAssembleDocument()},
        new Object[]{12, "can print degraded", ap.canPrintDegraded()},
    };
  }
}
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AccessPermission ap = new AccessPermission();
      ap.setCanAssembleDocument(args[++i].equalsIgnoreCase( "true" ));
      ap.setCanExtractContent( args[++i].equalsIgnoreCase( "true" ) );
      ap.setCanExtractForAccessibility( args[++i].equalsIgnoreCase( "true" ) );
      ap.setCanFillInForm( args[++i].equalsIgnoreCase( "true" ) );
      ap.setCanModify( args[++i].equalsIgnoreCase( "true" ) );
      ap.setCanModifyAnnotations( args[++i].equalsIgnoreCase( "true" ) );
      ap.setCanPrint( args[++i].equalsIgnoreCase( "true" ) );
      ap.setCanPrintDegraded( args[++i].equalsIgnoreCase( "true" ) );
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  /**
   * Indicates if any revision 3 access permission is set or not.
   * 
   * @return true if any revision 3 access permission is set
   */
  protected boolean hasAnyRevision3PermissionSet()
  {
    if (canFillInForm())
    {
      return true;
    }
    if (canExtractForAccessibility())
    {
      return true;
    }
    if (canAssembleDocument())
    {
      return true;
    }
    return canPrintDegraded();
  }
}
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if( ! ap.canExtractContent() )
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           dicLength, encryptMetadata) )
currentAccessPermission = AccessPermission.getOwnerAccessPermission();
setCurrentAccessPermission(currentAccessPermission);
        dicLength, encryptMetadata) )
currentAccessPermission = new AccessPermission(dicPermissions);
currentAccessPermission.setReadOnly();
setCurrentAccessPermission(currentAccessPermission);
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System.arraycopy(envelopedData, 20, accessBytes, 0, 4);
AccessPermission currentAccessPermission = new AccessPermission(accessBytes);
currentAccessPermission.setReadOnly();
setCurrentAccessPermission(currentAccessPermission);
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/**
 * This will tell if the access permission corresponds to owner
 * access permission (no restriction).
 *
 * @return true if the access permission does not restrict the use of the document
 */
public boolean isOwnerPermission()
{
  return (this.canAssembleDocument()
      && this.canExtractContent()
      && this.canExtractForAccessibility()
      && this.canFillInForm()
      && this.canModify()
      && this.canModifyAnnotations()
      && this.canPrint()
      && this.canPrintDegraded()
      );
}
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/**
 * returns an access permission object for a document owner.
 *
 * @return A standard owner access permission set.
 */
public static AccessPermission getOwnerAccessPermission()
{
  AccessPermission ret = new AccessPermission();
  ret.setCanAssembleDocument(true);
  ret.setCanExtractContent(true);
  ret.setCanExtractForAccessibility(true);
  ret.setCanFillInForm(true);
  ret.setCanModify(true);
  ret.setCanModifyAnnotations(true);
  ret.setCanPrint(true);
  ret.setCanPrintDegraded(true);
  return ret;
}
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  document.getCurrentAccessPermission();
if (!ap.canExtractContent()) {
  throw new IOException(
    "You do not have permission to extract text.");



	





org.apache.pdfbox.pdmodel.encryptionAccessPermissionJavadoc
This class represents the access permissions to a document. 
These permissions are specified in the PDF format specifications, they include: 
	print the document
	modify the content of the document
	copy or extract content of the document
	add or modify annotations
	fill in interactive form fields
	extract text and graphics for accessibility to visually impaired people
	assemble the document
	print in degraded quality

 
This class can be used to protect a document by assigning access permissions to recipients. 
In this case, it must be used with a specific ProtectionPolicy. 
When a document is decrypted, it has a currentAccessPermission property which is the access permissions 
granted to the user who decrypted the document. 


Most used methods
	canExtractContentThis will tell if the user can extract text and images from the PDF document.

	canAssembleDocumentThis will tell if the user can insert/rotate/delete pages.

	canExtractForAccessibilityThis will tell if the user can extract text and images from the PDF document for
accessibility purpo

	canFillInFormThis will tell if the user can fill in interactive form fields (including
signature fields) even if 

	canModifyThis will tell if the user can modify contents of the document.

	canModifyAnnotationsThis will tell if the user can add or modify text annotations and fill in
interactive forms fields a

	canPrintThis will tell if the user can print.

	canPrintDegradedThis will tell if the user can print the document in a degraded format.

	<init>Create a new access permission object from a byte array. Bytes are ordered most
significant byte fir

	setCanExtractContentSet if the user can extract content from the document. This method will have no
effect if the object

	setCanModifySet if the user can modify the document. This method will have no effect if the
object is in read on

	setCanPrintSet if the user can print. This method will have no effect if the object is in
read only mode.


	setCanModify,
	setCanPrint,
	setCanPrintDegraded,
	setCanAssembleDocument,
	setCanExtractForAccessibility,
	setCanFillInForm,
	setCanModifyAnnotations,
	setReadOnly,
	getOwnerAccessPermission,
	getPermissionBytes



Popular in Java
	Reactive rest calls using spring rest template
	orElseThrow (Optional)Return the contained value, if present, otherwise throw an exception to be
created by the provided s

	compareTo (BigDecimal)
	putExtra (Intent)
	FileInputStream (java.io)An input stream that reads bytes from a file.    
File file = ...finally  
if (in != null)  
in.clos

	Proxy (java.net)This class represents proxy server settings. A created instance of Proxy stores
a type and an addres

	Permission (java.security)Legacy security code; do not use.

	Date (java.sql)A class which can consume and produce dates in SQL Date format. Dates are
represented in SQL as yyyy

	JFrame (javax.swing)
	Option (scala)
	Best IntelliJ plugins
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