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/** Creates a new instance of StandardDecryption */
public StandardDecryption(byte key[], int off, int len, int revision) {
  aes = revision == AES_128;
  if (aes) {
    this.key = new byte[len];
    System.arraycopy(key, off, this.key, 0, len);
  }
  else {
    arcfour = new ARCFOUREncryption();
    arcfour.prepareARCFOURKey(key, off, len);
  }
}
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  /**
   * Gets a random initialization vector.
   * @param len the length of the initialization vector
   * @return a random initialization vector
   */
  public static byte[] getIV(int len) {
    byte[] b = new byte[len];
    synchronized (arcfour) {
      arcfour.encryptARCFOUR(b);
    }
    return b;
  }    
}
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/**
 * 
 * mkey must be setup
 */
// use the revision to choose the setup method
private void setupUserKey() {
  if (revision == STANDARD_ENCRYPTION_128 || revision == AES_128) {
    md5.update(pad);
    byte digest[] = md5.digest(documentID);
    System.arraycopy(digest, 0, userKey, 0, 16);
    for (int k = 16; k < 32; ++k)
      userKey[k] = 0;
    for (int i = 0; i < 20; ++i) {
      for (int j = 0; j < mkey.length; ++j)
        digest[j] = (byte) (mkey[j] ^ i);
      arcfour.prepareARCFOURKey(digest, 0, mkey.length);
      arcfour.encryptARCFOUR(userKey, 0, 16);
    }
  } else {
    arcfour.prepareARCFOURKey(mkey);
    arcfour.encryptARCFOUR(pad, userKey);
  }
}
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public void prepareARCFOURKey(byte key[]) {
  prepareARCFOURKey(key, 0, key.length);
}
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/**
 * 
 * mkey must be setup
 */
// use the revision to choose the setup method
private void setupUserKey() {
  if (revision == STANDARD_ENCRYPTION_128 || revision == AES_128) {
    md5.update(pad);
    byte[] digest = md5.digest(documentID);
    System.arraycopy(digest, 0, userKey, 0, 16);
    for (int k = 16; k < 32; ++k)
      userKey[k] = 0;
    for (int i = 0; i < 20; ++i) {
      for (int j = 0; j < mkey.length; ++j)
        digest[j] = (byte) (mkey[j] ^ i);
      arcfour.prepareARCFOURKey(digest, 0, mkey.length);
      arcfour.encryptARCFOUR(userKey, 0, 16);
    }
  } else {
    arcfour.prepareARCFOURKey(mkey);
    arcfour.encryptARCFOUR(pad, userKey);
  }
}
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public void prepareARCFOURKey(byte[] key) {
  prepareARCFOURKey(key, 0, key.length);
}
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/** Creates a new instance of StandardDecryption */
public StandardDecryption(byte key[], int off, int len, int revision) {
  aes = revision == AES_128;
  if (aes) {
    this.key = new byte[len];
    System.arraycopy(key, off, this.key, 0, len);
  }
  else {
    arcfour = new ARCFOUREncryption();
    arcfour.prepareARCFOURKey(key, off, len);
  }
}
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/**
 * 
 * mkey must be setup
 */
// use the revision to choose the setup method
private void setupUserKey() {
  if (revision == STANDARD_ENCRYPTION_128 || revision == AES_128) {
    md5.update(pad);
    byte digest[] = md5.digest(documentID);
    System.arraycopy(digest, 0, userKey, 0, 16);
    for (int k = 16; k < 32; ++k)
      userKey[k] = 0;
    for (int i = 0; i < 20; ++i) {
      for (int j = 0; j < mkey.length; ++j)
        digest[j] = (byte) (mkey[j] ^ i);
      arcfour.prepareARCFOURKey(digest, 0, mkey.length);
      arcfour.encryptARCFOUR(userKey, 0, 16);
    }
  } else {
    arcfour.prepareARCFOURKey(mkey);
    arcfour.encryptARCFOUR(pad, userKey);
  }
}
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  public void encryptARCFOUR(byte data[]) {
    encryptARCFOUR(data, 0, data.length, data, 0);
  }   
}
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public void prepareARCFOURKey(byte key[]) {
  prepareARCFOURKey(key, 0, key.length);
}
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/** Creates a new instance of StandardDecryption */
public StandardDecryption(byte[] key, int off, int len, int revision) {
  aes = revision == AES_128;
  if (aes) {
    this.key = new byte[len];
    System.arraycopy(key, off, this.key, 0, len);
  }
  else {
    arcfour = new ARCFOUREncryption();
    arcfour.prepareARCFOURKey(key, off, len);
  }
}
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/**
 */
private byte[] computeOwnerKey(byte[] userPad, byte[] ownerPad) {
  byte[] ownerKey = new byte[32];
  byte[] digest = md5.digest(ownerPad);
  if (revision == STANDARD_ENCRYPTION_128 || revision == AES_128) {
    byte[] mkey = new byte[keyLength / 8];
    // only use for the input as many bit as the key consists of
    for (int k = 0; k < 50; ++k)
      System.arraycopy(md5.digest(digest), 0, digest, 0, mkey.length);
    System.arraycopy(userPad, 0, ownerKey, 0, 32);
    for (int i = 0; i < 20; ++i) {
      for (int j = 0; j < mkey.length; ++j)
        mkey[j] = (byte) (digest[j] ^ i);
      arcfour.prepareARCFOURKey(mkey);
      arcfour.encryptARCFOUR(ownerKey);
    }
  } else {
    arcfour.prepareARCFOURKey(digest, 0, 5);
    arcfour.encryptARCFOUR(userPad, ownerKey);
  }
  return ownerKey;
}
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  /**
   * Gets a random initialization vector.
   * @param len the length of the initialization vector
   * @return a random initialization vector
   */
  public static byte[] getIV(int len) {
    byte[] b = new byte[len];
    synchronized (arcfour) {
      arcfour.encryptARCFOUR(b);
    }
    return b;
  }    
}



	



origin: com.github.librepdf/openpdf




/** Creates a new instance of OutputStreamCounter */
public OutputStreamEncryption(OutputStream out, byte[] key, int off, int len, int revision) {
  try {
    this.out = out;
    aes = revision == AES_128;
    if (aes) {
      byte[] iv = IVGenerator.getIV();
      byte[] nkey = new byte[len];
      System.arraycopy(key, off, nkey, 0, len);
      cipher = new AESCipher(true, nkey, iv);
      write(iv);
    }
    else {
      arcfour = new ARCFOUREncryption();
      arcfour.prepareARCFOURKey(key, off, len);
    }
  } catch (Exception ex) {
    throw new ExceptionConverter(ex);
  }
}
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/**
 */
private byte[] computeOwnerKey(byte userPad[], byte ownerPad[]) {
  byte ownerKey[] = new byte[32];
  byte digest[] = md5.digest(ownerPad);
  if (revision == STANDARD_ENCRYPTION_128 || revision == AES_128) {
    byte mkey[] = new byte[keyLength / 8];
    // only use for the input as many bit as the key consists of
    for (int k = 0; k < 50; ++k)
      System.arraycopy(md5.digest(digest), 0, digest, 0, mkey.length);
    System.arraycopy(userPad, 0, ownerKey, 0, 32);
    for (int i = 0; i < 20; ++i) {
      for (int j = 0; j < mkey.length; ++j)
        mkey[j] = (byte) (digest[j] ^ i);
      arcfour.prepareARCFOURKey(mkey);
      arcfour.encryptARCFOUR(ownerKey);
    }
  } else {
    arcfour.prepareARCFOURKey(digest, 0, 5);
    arcfour.encryptARCFOUR(userPad, ownerKey);
  }
  return ownerKey;
}
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  public void encryptARCFOUR(byte[] data) {
    encryptARCFOUR(data, 0, data.length, data, 0);
  }   
}
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/** Creates a new instance of OutputStreamCounter */
public OutputStreamEncryption(OutputStream out, byte key[], int off, int len, int revision) {
  try {
    this.out = out;
    aes = revision == AES_128;
    if (aes) {
      byte[] iv = IVGenerator.getIV();
      byte[] nkey = new byte[len];
      System.arraycopy(key, off, nkey, 0, len);
      cipher = new AESCipher(true, nkey, iv);
      write(iv);
    }
    else {
      arcfour = new ARCFOUREncryption();
      arcfour.prepareARCFOURKey(key, off, len);
    }
  } catch (Exception ex) {
    throw new ExceptionConverter(ex);
  }
}
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/**
 */
private byte[] computeOwnerKey(byte userPad[], byte ownerPad[]) {
  byte ownerKey[] = new byte[32];
  byte digest[] = md5.digest(ownerPad);
  if (revision == STANDARD_ENCRYPTION_128 || revision == AES_128) {
    byte mkey[] = new byte[keyLength / 8];
    // only use for the input as many bit as the key consists of
    for (int k = 0; k < 50; ++k)
      System.arraycopy(md5.digest(digest), 0, digest, 0, mkey.length);
    System.arraycopy(userPad, 0, ownerKey, 0, 32);
    for (int i = 0; i < 20; ++i) {
      for (int j = 0; j < mkey.length; ++j)
        mkey[j] = (byte) (digest[j] ^ i);
      arcfour.prepareARCFOURKey(mkey);
      arcfour.encryptARCFOUR(ownerKey);
    }
  } else {
    arcfour.prepareARCFOURKey(digest, 0, 5);
    arcfour.encryptARCFOUR(userPad, ownerKey);
  }
  return ownerKey;
}
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  /**
   * Gets a random initialization vector.
   * @param len the length of the initialization vector
   * @return a random initialization vector
   */
  public static byte[] getIV(int len) {
    byte[] b = new byte[len];
    synchronized (arcfour) {
      arcfour.encryptARCFOUR(b);
    }
    return b;
  }    
}
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/** Creates a new instance of OutputStreamCounter */
public OutputStreamEncryption(OutputStream out, byte key[], int off, int len, int revision) {
  try {
    this.out = out;
    aes = revision == AES_128;
    if (aes) {
      byte[] iv = IVGenerator.getIV();
      byte[] nkey = new byte[len];
      System.arraycopy(key, off, nkey, 0, len);
      cipher = new AESCipher(true, nkey, iv);
      write(iv);
    }
    else {
      arcfour = new ARCFOUREncryption();
      arcfour.prepareARCFOURKey(key, off, len);
    }
  } catch (Exception ex) {
    throw new ExceptionConverter(ex);
  }
}
 


	





com.lowagie.text.pdf.cryptoARCFOUREncryptionMost used methods
	<init>Creates a new instance of ARCFOUREncryption

	encryptARCFOUR
	prepareARCFOURKey



Popular in Java
	Parsing JSON documents to java classes using gson
	getSystemService (Context)
	startActivity (Activity)
	orElseThrow (Optional)Return the contained value, if present, otherwise throw an exception to be
created by the provided s

	DecimalFormat (java.text)A concrete subclass of NumberFormat that formats decimal numbers. It has a
variety of features desig

	Locale (java.util) Locale represents a language/country/variant combination. Locales are used to
alter the presentatio

	Queue (java.util)A collection designed for holding elements prior to processing. Besides basic
java.util.Collection o

	Color (java.awt)The Color class is used to encapsulate colors in the default sRGB color space or
colors in arbitrary

	Notification (javax.management)
	Reflections (org.reflections)Reflections one-stop-shop objectReflections scans your classpath, indexes the
metadata, allows you t

	Github Copilot alternatives
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